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Dual Tone Multiple Frequency

A Guide to Understanding and Exploiting Australia’s Most Common Telecommunications Signaling Method

FOREWORD

This text was written for the purpose of others who wish to further their knowledge on Australia's most common telecommunications signaling method - DTMF. Most Australian phreak enthusiasts who have little experience in the field of phreaking will find this text very useful. However a more experienced phreaker will most probably find that they know most of the information within this text. If this is the case, please do not complain to the author of this text, as it was intended for inexperienced phreakers who are only in the beginning stages of learning the art of phreaking.

In this guide you will learn the basics of DTMF as well as more advanced and complex uses for DTMF.

The information included in this text is in no way intended to be used to defy any laws of any sort. All topics covered in this text are for informational purposes only and informational purposes only.
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INTRODUCTION

In this article you will learn the basic and advanced uses of Australia's most common voice communications signaling method, DTMF.

From basics of DTMF through to its advanced uses, you will learn some important information, exploits and flaws in the telephone system regarding DTMF.

DTMF is the most common telecommunications signaling method used in Australia. DTMF stands for Dual Tone Multiple Frequency; it is used to send information through phone lines to and from your local exchange.

Dual Tone Multiple Frequency (DTMF) is also known as Touch-tone, Tone Dialling, VF Signaling and MF Dialling. 

Each DTMF tone consists of two simultaneous tones (one from the high group and one from the low group), which are used to indicate which number or symbol you press on your telephone's keypad. For example if you press number 5 on your telephone's keypad, the tone you will hear is 1336hz and 770hz played simultaneously.

DTMF is an extremely reliable signaling method used by all Australian telecommunications companies to receive information from their customers. Whenever a number is dialled on a home phone, office phone, public or private payphone, DTMF is decoded and used by certain equipment inside that particular area's local exchange to call the number you have dialled. 

DTMF tones travel through the Red and Green wires (or Blue and White) wires on your standard home and office telephone line, as do voice signals.

Dual Tone Multiple Frequency is the basis of voice communications control. Modern telephone circuits use DTMF to dial numbers, configure telephone exchanges (switchboards) from remote locations, program certain equipment and so on.

Almost any mobile phone is capable of generating DTMF, providing a connection has already been established. This is for the use of phone banking; voicemail services and other DTMF controlled applications. If your mobile phone can not generate DTMF (or your home or office telephone uses Decadic Dialling (Pulse Dialling) you can use a standalone Tone Dialler or White Box, which you may or may not be able to find on the market.

DTMF was designed so that it is possible to use acoustic transfer. The DTMF tones can be sent from a standard speaker and be received using a standard microphone (providing it is connected to a decoding circuit of some type).

UNDERSTANDING DTMF

DTMF tones are simply two frequencies played simultaneously by a standard home phone/fax or mobile phone. Each key on your telephone's keypad has a unique frequency assigned to it. When any key is pressed on your telephone's keypad the circuit plays the corresponding DTMF tone and sends it to your local exchange for processing.

DTMF tones can be imitated by using a White Box or Tone Dialler. It is also possible to record DTMF tones using a tape recorder or computer microphone, then played into the mouthpiece of your telephone to dial numbers. However if there is a significant amount of background sound behind the recorded DTMF tones, the tones may not work properly and cause problems when trying to dial numbers. You can also download DTMF tones via the S.C.P website in WAV or MP3 format.

Below is a Dual Tone Multi Frequency (DTMF) map for a 4X4-matrix keypad, the map shows each unique frequency which is assigned to each key on a standard 4X4 telephone keypad. The frequencies are exactly the same for a 3X4 Matrix keypad, without the keys A, B, C and D.
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As you will notice this is not a standard keypad, this keypad has 4 more keys than a standard keypad (3X4-matrix). The keys A, B, C and D are not commonly used on standard home phone/fax, office phone or payphone.

Each of the keys A, B, C and D are system tones/codes and are mainly used to configure telephone exchanges or to perform other special functions at an exchange. For example, the corresponding tone/code assigned to the A key is used on some networks to move through various carriers (this function is prohibited by most carriers).

When DTMF was created individual and unique frequencies were chosen so that it would be quite easy to design frequency filters, and so that the tones could easily pass through telephone lines (the maximum guaranteed bandwidth for a standard telephone line extends from around 300 Hz to 3.5 kHz). DTMF was not intended for data transfer; it was designed for control signals only. With a standard DTMF encoder/decoder, it is possible to signal at a rate of around 10 tones/signals per second. 

A standard DTMF tone should always be played for at least 50ms with a further 50ms space duration for maximum reliability.

DTMF EXPLOITS

Exploiting DTMF is a relatively easy task to accomplish.

First of all some general knowledge about DTMF is required, as well as a device which will produce at least the 12 standard DTMF tones. Although a DTMF decoder is not always essential when performing simple DTMF exploits, it will save you a lot of time if DTMF decoding is required.

If you are unable to obtain a Tone Dialler and you are also unable to build a White Box, it is possible to use a CD with each of the 12 or 16 DTMF tones assigned to each track, then played through a portable CD player. Another possible substitute for a DTMF producing device is a portable MP3 player used in the same manner as the CD method.

Numbers which have been blocked from being dialled on a payphone (by the specific telecommunications company who owns the payphone) can be easily be bypassed with a simple DTMF exploit (so long as it is a software block and not blocked at the exchange level). When a number is blocked on a payphone the only thing that is preventing the payphone user from dialling that specific number is the payphone's software. This software can be easily bypassed by using a DTMF emitting device. For example, if the payphone which the user is using has the number 1234567890 blocked from being dialled, you can bypass the payphone's software block by dialling 123, then with your DTMF emitting device dial the rest of the number (4567890). This should connect the payphone user to the blocked number, regardless of any software the payphone might have to prevent that specific number from being dialled. 

The theory behind this DTMF exploit procedure is that the lowest number prefix that is possible to be dialled from a payphone is three digits long. The most common payphone you will come across is the Telstra Smartphone. These specific payphones only enable the microphone (mouthpiece) to be used after 3 DTMF tones have been registered and decoded at the payphone's local exchange. After the third DTMF tone/signal has been played, the mouthpiece must be able to receive voice signals (and other signals such as DTMF) because if someone dialled 000, they would not be able to speak to the operator, because the microphone would be disabled. You are unable to use your DTMF emitting device to play the first three DTMF tones/signals because the Smartphone’s microphone (mouthpiece) is disabled. To enable the Smartphone’s mouthpiece you will need to dial the 3 DTMF tones via the payphone's keypad itself. Once the mouthpiece is enabled you are now able to send your DTMF tones/signals into the mouthpiece via your DTMF emitting device. 

Decoding DTMF is a relatively easy task to accomplish, providing you have access to DTMF decoding hardware and or software. DTMF tones are always used for entering PIN numbers, ID numbers and other similar personal information via a telephone keypad. All that is involved to gain a PIN number via DTMF is some general telephone social engineering skills and a DTMF decoder of some sort (hardware or Software), as well as a tape recorder or other audio recording device.

First of all, to gain a PIN number using DTMF you will need to know what company or business the account holder (victim) is using and find out if the account can be accessed via a telephone. If you already know what business your victim has an account with, try to find a members access number with a login facility. For example, if you are attempting to gain a corresponding PIN number for a FAST (Field Access to Sultan Testing) ID number, the access number would be the number for FAST (not disclosed here for certain reasons). Dial the access number for the certain company in which your victim owns an account, then record the welcome message. If you do not think the welcome message is appropriate for your social engineer (which you will be performing to your victim), you should either edit the welcome message or use a good text to speech program. If you do use a Text to Speech program, try to make sure you use a program with an Australian accent (female voices sound more convincing and professional). 

Once you have successfully accomplished the above tasks you are now ready to begin your social engineer. Use a fake name in full (last name and first name), and make sure you tell your victim exactly what you want them to do, without stuttering or pausing in your speech. Try to make your voice sound as if you have already done this a million times and you are looking forward to it all being done with. Never ask straight out for your victim's PIN number. Make sure you always ask a couple of simple questions then play the recorded welcome message asking the customer to enter their PIN and or ID number, you will need to record the DTMF sequence your victim enters, this is for later decoding.

Once your victim is done entering their personal information (in this case their FAST ID number and their corresponding PIN), either hang up if appropriate or begin to talk with them once again. The following script is an example of gaining a corresponding PIN for a FAST account.

Ring Luke Gresham - Telstra Employee

Victim: Hello, Luke speaking.

Phreak: Good afternoon Luke, my name is George Bualic, I am one of Telstra's administrators for the FAST system. I have been scanning through some FAST access statistics and have found your ID number, 34750086 has been experiencing some problems when attempting to login. Have you had any trouble accessing FAST?

Victim: No

Phreak: Ok, I will just need to perform some tests on our system to clear up some of these errors, would you be so kind as to enter the required information once I forward you through to our test section?

Victim: Yeah, I guess that is ok.

Phreak: Ok, thank you Luke.

Play your edited FAST message. Example: Welcome to Telstra's FAST test facility, please enter your employee number followed by your PIN.

Once your victim has entered the required information hang up.

Now that you have recorded the previous tones your victim pressed, use your DTMF decoding hardware or software to decode the frequencies. Your DTMF decoding equipment or software should now display the digits your victim previously entered via his or her keypad in DTMF format, thus showing the PIN they had previously entered.

PROGRAMMING WITH DTMF

There are multiple different DTMF sequences to program the same character, it depends on the equipment, system or application you are using and or programming. For example, on a standard 3X4-matrix keypad the (1) key has no alphabetic value, only numeric. So no alphabetic characters can be programmed using the (1) key. The (2) key will usually have 4 different values, A, B, C and 2 whereas a differently designed keypad may have alphabetic value assigned to the (1) key, thus changing the alphabetic value of the (2) key.

When programming alphanumeric characters with DTMF, the tones are most commonly repeated until the specific character is displayed on the LCD screen or other type of monitor. Then either * or # (depending on the DTMF receiving equipment) is used to enter the currant character and begin to program the next. The * and # keys are used for entering characters and deleting characters, most commonly * is used for deleting and exiting and # is used for entering.

Not all equipment, applications or systems use DTMF to program words, they also use DTMF strings for different commands to perform certain functions on a system, application or piece of equipment.

The table below shows the alphabetic values and functions assigned to each of the 12 standard numeric keys on a standard alphanumeric keypad.

Key
Character
Key
Character
Key
Character

1
1
2
A, B, C, 2
3
D, E, F, 3

4
G, H, I, 4
5
J, K, L, 5
6
M, N, O, 6

7
P, Q, R, S, 7
8
T, U, V, 8
9
W, X, Y, Z, 9

*
(Clear)
0


(Zero)
#
(Enter)

Note: This is the most common layout of an alphanumeric keypad. There are many different variations of keypads but generally all DTMF programming software and hardware run under the same principles.

On this specific design of alphanumeric keypad the DTMF sequence to type the letters DTMF is 3#8#6#333#.

To type the word PHREAK, the DTMF sequence is 7#44#777#33#2#55#.

The table below shows each standard DTMF sequence and the assigned alphanumeric values and functions of each tone and tone sequence.

DTMF Sequence
Alphanumeric Character or Function

0
0

1
1

2222
2

3333
3

4444
4

5555
5

6666
6

77777
7

8888
8

99999
9

2
A

22
B

222
C

3
D

33
E

333
F

4
G

44
H

444
I

5
J

55
K

555
L

6
M

66
N

666
O

7
P

77
Q

777
R

7777
S

8
T

88
U

888
V

9
W

99
X

999
Y

9999
Z

*
Clear, Reset, Back, Exit (equipment varies)

#
Enter, Ok, Next (equipment varies)

HISTORY OF DTMF

Before DTMF was created, telephone networks used a dialling system called Decadic (also known as Pulse Dial). The Decadic system was used extensively in modern telephone networks to dial numbers, which were entered by the telephone companies users. The Decadic (Pulse Dialling) system used a series of clicks (which could be heard through the speaker of the phone) to dial the numbers which were dialled via a keypad or rotary dial. The clicking sounds were actually the connection of the phone line being connected, disconnected, and reconnected again in a certain pattern. The Decadic (Pulse Dialling) system was very useful, but was limited to the local exchange connections, requiring an operator to connect long distance calls. 

In the late years of 1950, DTMF was being developed at Bell Labs for the purpose of allowing tone signals to dial long distance numbers, which could be potentially be dialled not only via standard wire networks, but also via radio links and or satellites.

DTMF was being developed for the future of electronic telecommunications switching systems, as opposed to the mechanical crossbar systems, which were currently in use at the time. 

After DTMF was created, Decadic dialling was made pointless to continue, it made no sense to continue using that particular dialling system in the equipment circuits which the telephone exchanges were using at the time. Plans were then made to begin the manufacture of DTMF controlled switching systems in the communications exchanges and later standard customer owned telephones were upgraded to using DTMF circuits rather than Decadic (Pulse Dial). After various tests were performed on the DTMF system throughout the 1960s (when DTMF became known as Touch-Tone), DTMF was made official, and was then used as the main telecommunications dialling and switching system, and remains that way to this day.

ACRONYMS AND TECHNICAL LANGUAGE DEFINITIONS

Throughout this text, technical language and acronyms were used to specify certain equipment and types of systems. The acronyms and technical language definitions below are for the use of better understanding the technical language and acronyms used in this text.

Acronym
Meaning

DTMF
Dual Tone Multiple Frequency

FAST
Field Access to Sultan Testing

ID
Identification

MF
Multiple Frequency

PIN
Personal Identification Number

VF
Voice Frequency

Technical Term
Definition

Acoustic Transfer
The sending of DTMF tones/signals from a standard speaker to a standard telephone or decoder microphone.

Carrier
A company that offers telecommunications services either interstate or internationally via a telephone network.

Decadic
The dialling and switching system used by telecommunications companies prior to Dual Tone Multiple Frequency.

Decode
To visually see the corresponding digits assigned to each unique frequency via a decoder circuit of some sort.

Encoder
A specific piece of hardware or software, which is used to play the unique frequencies assigned to each of the keys on a telephone’s keypad.

Exploit
A way of bypassing and or breaching some kind of security, which has been intentionally put in place by someone else.  

Flaw
A security hole is a specific system or application, which is a fault in the equipment, application or system.

Frequency
The number of cycles, oscillations or vibrations of a wave motion or oscillation which is measured in unit time. 

Keypad
A device consisting of the 12 or 16 standard alphanumeric keys, which is part of a telephone’s dialling mechanism.

Phreak
One who studies and exploits telephone systems and networks to further their knowledge of its workings.

Pulse Dial
The non-technical term for Decadic, a system where numbers are dialled by connecting, disconnecting, then reconnecting the phone line.

Rotary Dial
The dialling mechanism used prior to keypads. A Rotary Dial is a circular piece of plastic, which it turned by your fingers to dial numbers. 

Social Engineering
The art of tricking certain people (in this case, Telsra employees) into doing something they would not usually do.

Tone Dialler
A standard handheld DTMF producing device, which is used to control applications and equipment remotely using acoustic transfer. 

Touch-Tone
The name given to the DTMF system in the 1960s, Touch-Tone is the non-technical name for Dual Tone Multiple Frequency. 

White Box
The name given to a homemade Tone Dialler, a White Box is used in exactly the same way as a standard Tone Dialler. 

END OF FILE

� EMBED PBrush  ���








1
8
Dual Tone Multiple Frequency

A guide to understanding and exploiting Australians most common telecommunications signaling method.

Written by Hector of SCP – December 10th 2003

[image: image3.png]1208Hz 1336Hz 1477Hz 1633Hz




[image: image4.png]


_1129553867

_1131441697.bin

